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EM

OpenREM is an opensource framework created for the purpose of radiation exposure monitoring. The software is
capable of importing and displaying data from a wide variety of x-ray dose related sources, and then enables easy
export of the data in a form that is suitable for further analysis by suitably qualified medical physics personnel.

Please see openrem.org for more details.

Contents:

Contents 1
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CHAPTER 1

First time installation

1.1 Pre-installation preparations

1.1.1 Install Python 2.7.x and pip

* Linux - likely to be installed already

* Windows — instructions and downloads are available at python.org

Add Python and the scripts folder to the path

Windows only — this is usually automatic in linux
During the Windows Python 2.7 installation, ‘install’ Add Python.exe to Path:
If Python is already installed, you can add Python to Path yourself:

Add the following to the end of the path environment variable (to see how to edit the environment
variables, see http://www.computerhope.com/issues/ch000549.htm):

;C:\Python27\;C:\Python27\Scripts\

Setuptools and pip

Install setuptools and pip — for details go to http://www.pip-installer.org/en/latest/installing.html. The quick version is
as follows:

Linux

Download the latest version using the same method as for Windows, or get the version in your package
manager, for example:

sudo apt-get install python-pip

Windows

Pip is normally installed with Python. If it hasn’t been, download the installer script get-pip.py and save
it locally — right click and Save link as... or equivalent.

Open a command window (Start menu, cmd.exe) and navigate to the place you saved the getpip.py file:

python get-pip.py



https://www.python.org/downloads
http://www.computerhope.com/issues/ch000549.htm
http://www.pip-installer.org/en/latest/installing.html
https://bootstrap.pypa.io/get-pip.py

OpenREM Documentation, Release 0.7.3

#fF Python 2.7.10 Setup b4

Customize Python 2.7.10

Select the way you want features to be installed.
Click on the icons in the tree below to change the way

features will be installed.

=-|Register Extensions -~
= TelfTk

= Documentation

=-| Utility Scripts

= pip

=-| Test suite

[x- Add python.exe to Path

= Will be installed on local hard drive

=i Entire feature will be installed on local hard drive

Prgpe
oy _Entire feature will be unavailable -
python
for This feature requires OKB on your hard drive.
windows
Disk Usage Advanced < Back MNext = Cancel

Fig. 1.1: Python installation customisation dialogue
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Quick check of python and pip

To check everything is installed correctly so far, type the following in a command window/shell. You should have the
version number of pip returned to you:

‘pip -V

1.1.2 Install RabbitMQ

 Linux - Follow the guide at http://www.rabbitmq.com/install-debian.html
* Windows - Follow the guide at http://www.rabbitmq.com/install-windows.html

For either install, just follow the defaults — no special configurations required.

Note: Before continuing, consider virtualenv

1.1.3 Install NumPy

Numpy is required for charts. OpenREM will work without NumPy, but charts will not be displayed.

For linux:

sudo apt-get install python—-numpy
# If using a virtualenv, you might need to also do:
pip install numpy

For Windows:

Download NumPy from http://www.lfd.uci.edu/~gohlke/pythonlibs/#numpy
* Find the right version - look for numpy-x.xx.x+mkl-cp27-cp27m-win32.whl for 32-bit Windows or
* numpy-x.xx.x+mkl-cp27-cp27m-win_amd64.whl for 64-bit Windows.
* At the time of writing, x .xx.x was 1.11.0 - choose the latest version

* Install using pip:

pip install numpyl.l1l.0+mklcp27-cp27mwin32.whl

# or

pip install numpyl.ll.0+mklcp27cp27mwin_amd64.whl
# changing the filename appropriately

1.1.4 Install pynetdicom (edited version)

Pynetdicom is used for the DICOM Store SCP and Query Retrieve SCU functions. See DICOM Store and QR for
details.

pip install https://bitbucket.org/edmcdonagh/pynetdicom/get/default.tar.gz#egg:pynetdic#m—o.8.2b2

1.1. Pre-installation preparations 5
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1.1.5 Install PostgreSQL database

For production use, you will need to install and configure a database. We strongly recommend PostgreSQL, but
you can use any of the databases listed on the Django website such as MySQL, Oracle or MS SQL Server, with the
limitations listed there. There is one additional limitation - the calculation of median values for charts in OpenREM is
dependent on using PostgreSQL.

If this is your first time installing OpenREM and you just want to test it out, you can skip this step and make use of the
in-built SQLite database. However, you should expect to start again when you move to a production grade database.

* PostgreSQL database (Linux)
* PostgreSQL database (Windows)

1.1.6 Install OpenREM

You are now ready to install OpenREM, so go to the Installing OpenREM docs.

1.1.7 Further instructions

Virtualenv and virtualenvwrapper
If the server is to be used for more than one python application, or you wish to be able to test different versions of
OpenREM or do any development, it is highly recommended that you use virtualenv or maybe virtualenvwrapper
Virtualenv sets up an isolated python environment and is relatively easy to use.
If you do use virtualenv, all the paths referred to in the documentation will be changed to:

e Linux: 1ib/python2.7/site-packages/openrem/

¢ Windows: Lib\site-packages\openrem

In Windows, even when the virtualenv is activated you will need to call python and provide the full path to script in
the Scripts folder. If you call the script (such as openrem_rdsr.py) without prefixing it with python, the system wide
Python will be used instead. This doesn’t apply to Linux, where once activated, the scripts can be called without a
python prefix from anywhere.

1.2 Installing OpenREM

1.2.1 Install OpenREM 0.7

‘ pip install openrem==0.7.3

Will need “‘sudo‘* or equivalent if installing on linux without using a virtualenv

1.2.2 Configuration

Locate install location

e Ubuntu linux: /usr/local/lib/python2.7/dist-packages/openrem/

e Other linux: /usr/lib/python2.7/site-packages/openrem/

6 Chapter 1. First time installation
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e Linux virtualenv: 1ib/python2.7/site-packages/openrem/
e Windows: C:\Python27\Lib\site-packages\openrem\
e Windows virtualenv: Lib\site-packages\openrem\
There are two files that need renaming:
* openremproject/local_settings.py.example to openremproject/local_settings.py

e openremproject/wsgi.py.example to openremproject/wsgi.py

Edit local_settings.py

Note: Windows notepad will not recognise the Unix style line endings. Please use an editor such as Notepad++ or
Notepad?2 if you can, else use WordPad — on the View tab you may wish to set the Word wrap to ‘No wrap’

Important: Inlocal_settings.py, always use forward slashes and not backslashes, even for paths on Windows systems.

The directories in this local_settings.py file must already exist - OpenREM will not create them for you.

Database

Note: SQLite is great for getting things running quickly and testing if the setup works, but is not recommended for
production use.

We recommend using PostgreSQL as it is the best supported database for Django, and the only one for which
the median value will be calculated and displayed in OpenREM charts. Alternatively, other databases such as
MySQL/MariaDB, Oracle, and some others with lower levels of support can be used.

There are some further guides to setting up PostgreSQL — see Databases

If you are using SQLite:

'ENGINE': 'django.db.backends.sglite3"',
'NAME': '/ENTER/PATH/WHERE/DB/FILE/CAN/GO',

e Linux example: ' NAME’ : ' /home/user/openrem/openrem.db’,
e Windows example: ' NAME’ : ' C:/Users/myusername/Documents/OpenREM/openrem.db’,

If you are using PostgreSQL:

'ENGINE': 'django.db.backends.postgresgl_psycopg2',
'NAME': 'openremdb',

'USER': 'openremuser',

'PASSWORD': 'openrem_pw',

Location for imports and exports

Csv and xlIsx study information exports and patient size csv imports are written to disk at a location defined by
MEDIA_ROOT.

1.2. Installing OpenREM 7
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The path set for MEDIA_ROOT is up to you, but the user that runs the webserver must have read/write access to the
location specified because it is the webserver than reads and writes the files. In a debian linux, this is likely to be
www-data for a production install. Remember to use forward slashes for the config file, even for Windows.

Linux example:

‘ MEDIA_ROOT = "/var/openrem/media/"

Windows example:

‘MEDIA_ROOT = "C:/Users/myusername/Documents/OpenREM/media/"
Secret key
Generate a new secret key and replace the one in the local_settings.py file. You can use

http://www.miniwebtool.com/django-secret-key-generator/ for this.

Allowed hosts

The ALLOWED_HOSTS needs to be defined, as the DEBUG mode is now set to False. This needs to contain the
server name or [P address that will be used in the URL in the web browser. For example:

ALLOWED_HOSTS = [
'192.168.56.102"',
' .doseserver.',
'localhost’,

]

A dot before a hostname allows for subdomains (eg www.doseserver), a dot after a hostname allows for FQDNs (eg
doseserver.ad.trust.nhs.uk). Alternatively, a single ’ =’ allows any host, but removes the security the feature gives
you.

Log file

There are two places logfiles need to be configured - here and when starting Celery. The logs defined here capture
most of the information; the Celery logs just capture workers starting and tasks starting and finishing.

Configure the filename to determine where the logs are written. In linux, you might want to send them to a sub-folder
of /var/log/. In this example, they are written to the MEDIA_ROOT; change as appropriate:

import os

logfilename = os.path.join(MEDIA_ROOT, "openrem.log")
grfilename = os.path.join (MEDIA_ROOT, "openrem_dgr.log")
storefilename = os.path.join (MEDIA_ROOT, "openrem store.log")

LOGGING([ 'handlers']['file']['filename'] = logfilename # General logs
LOGGING|[ 'handlers'] ['gr_file']['filename'] = grfilename # Query Retrieve SCU log
LOGGING([ 'handlers']['store_file']['filename'] = storefilename # Store SCP logs

If you want all the logs in one file, simply set them all to the same filename.

In the settings file, there are simple and verbose log message styles. We recommend you leave these as verbose:

LOGGING([ 'handlers']['file'] ['formatter'] = 'verbose' # General logs
LOGGING([ 'handlers']['gr_file']['formatter'] = 'verbose' # Query Retrieve SCU logs
LOGGING[ '"handlers'] ['store_ _file']['formatter'] = 'verbose' # Store SCP logs
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Finally you can set the logging level. Options are DEBUG, INFO, WARNING, ERROR, and CRITICAL, with progres-
sively less logging.

LOGGING['loggers'] ['remapp']['level'] = 'INFO' # General logs
LOGGING(['loggers'] ['remapp.netdicom.grscu']['level'] = "INFO' # Query Retrieve SCU |
LOGGING(['loggers'] ['remapp.netdicom.storescp']['level'] = '"INFO' # Store SCP logs

Create the database

In a shell/command window, move into the openrem folder:
e Ubuntu linux: cd /usr/local/lib/python2.7/dist-packages/openrem/
e Other linux: cd /usr/lib/python2.7/site-packages/openrem/
e Windows: cd C:\Python27\Lib\site-packages\openrem\
e Virtualenv: cd lib/python2.7/site-packages/openrem/

Create the database:

python manage.py makemigrations remapp
python manage.py migrate

python manage.py showmigrations

The last command will list each Django app migrations. Each should have a cross inside a pair of square brackets
something like below:

admin
[X] 0001_initial

[X] 0001_initial

[X] 0002_alter_permission_name_max_length
[X] 0003_alter_user_email_max_length

[X] 0004_alter_user_username_opts

[X] 0005_alter_user_last_login_null

[X] 0006_require_contenttypes_0002

contenttypes
[X] 0001_initial
[X] 0002_remove_content_type_name
remapp
[X] 0001_initial
sessions
[X] 0001_initial
sites

[X] 0001_initial

Finally, create a Django super user:

python manage.py createsuperuser

Answer each question as it is asked — this user is needed to set up the other users and the permissions.

Add the median database function: PostgreSQL databases only

Rename the file

remapp/migrations/0002_0_7_fresh_install_add_median.py.inactive

1.2. Installing OpenREM 9
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to

remapp/migrations/0002_0_7_fresh_install_add_median.py

and then run

python manage.py makemigrations —-—-empty remapp
python manage.py migrate

The first command will create a skeleton 0001_initial.py migration file. The second command runs the mi-
gration files, and will display the text Applying remapp.0002_0_7_fresh_install_add_median...
OK, indicating that the median function has been added.

1.2.3 Start all the services!

You are now ready to start the services to allow you to use OpenREM - go to Start all the services to see how!

1.2.4 Further instructions

Production webservers

Unlike the database, the production webserver can be left till later and can be changed again at any time.

For performance it is recommended that a production webserver is used instead of the inbuilt ‘runserver’. Popular
choices would be either Apache or you can do as the cool kids do and use Gunicorn with nginx.

The django website has instructions and links to get you set up with Apache.

An advanced guide using Apache, including auto-restarting the server when the code changes, has been contributed
here: apache_on_windows

DICOM Store and query-retrieve

The best (and only practical way in a production environment) to get DICOM data into OpenREM is to have a DICOM
store node (Store Service Class Provider/SCP) and possibly a query-retrieve service class user too.

To find out more about this, refer to the DICOM Store and QR docs.

A standard installation assumes access to the internet from the computer where OpenREM is being installed. Some-
times this isn’t possible, so we’ve added instructions for an offline installation too. Currently it focuses on Windows
only (for the server - the computer connected to the internet can be running any operating system).

1.3 Offline Installation on Windows

In order to carry out an offline installation you will need to download the OpenREM package and dependencies.
The instructions below should work for downloading on any operating system, as long as you have Python 2.7 and a
reasonably up to date version of pip installed.

If you have trouble when installing the Python packages due to incorrect architecture, you may need to either
download on a Windows system similar to the server (matching 32-bit/64-bit), or to download the files from
http://www.1lfd.uci.edu/~gohlke/pythonlibs/ instead.

10 Chapter 1. First time installation
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1.3.1 On a computer with internet access

Download independent binaries

Python from https://www.python.org/downloads/windows/
* Follow the link to the ‘Latest Python 2 release’
* Download either the Windows x86 MSI installer for 32-bit Windows or
* Download Windows x86-64 MSI installer for 64-bit Windows
Erlang from https://www.erlang.org/downloads
* Download the latest version of Erlang/OTP. Again, choose between
* Windows 32-bit Binary Fileor
* Windows 64-bit Binary File
RabbitMQ from http://www.rabbitmq.com/install-windows.html
e Download rabbitmg-server—x.x.x.exe from either option
PostgreSQL from http://www.enterprisedb.com/products-services-training/pgdownload#windows

Note: Other databases such as MySQL are also suitable, though the median function for charts will not be available.
For testing purposes only, you could skip this step and use SQLite3 which comes with OpenREM

* Download by clicking on the icon for Win x86-32 or Win x86-64
PostgreSQL Python connector from http://www.lfd.uci.edu/~gohlke/pythonlibs/#psycopg
* Find the right version - look for psycopg2-x.x.x-cp27-cp27m-win32.whl for 32-bit Windows or
* psycopg2-x.x.x—cp27-cp27m-win_amd64 .whl for 64-it Windows.
* At the time of writing, x . x . x was 2. 6.1 - choose the latest cp27 version
NumPy from http://www.lfd.uci.edu/~gohlke/pythonlibs/#numpy
* Find the right version - look for numpy-x.xx .x+mkl-cp27-cp27m-win32.whl for 32-bit Windows or
* nUMpPy—x.xXxX.x+mkl-cp27-cp27m-win_amdé64 .whl for 64-bit Windows.
* At the time of writing, x .xx.x was 1.11.0 - choose the latest cp27 version
Pynetdicom from https://bitbucket.org/edmcdonagh/pynetdicom/get/default.tar.gz#egg=pynetdicom-0.8.2b2
¢ The downloaded file will be named something like edmcdonagh-pynetdicom-2da8a57b53b3.tar.gz
* Note: this version is modified in comparison to the version in PyPI

A webserver such as Apache, although this can be left till later - you can get started with the built-in web server

Download python packages from PyPI

In a console, navigate to a suitable place and create a directory to collect all the packages in, then use pip to download
them all:

mkdir openremfiles
pip install -d openremfiles openrem==0.7.3

1.3. Offline Installation on Windows 11
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Copy everything to the Windows machine

* Add the pynetdicom file, the psycopg?2 file and the numpy file to the directory with the other python
packages

* Copy this directory plus all the binaries to the Windows server that you are using

1.3.2 On the Windows server without internet access

Installation of binaries

Install the binaries in the following order:
1. Python
2. Erlang
3. RabbitMQ

Installation of the python packages

In a console, navigate to the directory that your openremfiles directory is in, and

pip install openremfiles\numpyl.1ll.0+mklcp27-cp27mwin32.whl

# or if you have the 64 bit version

pip install openremfiles\numpyl.1ll.0+mklcp27-cp27mwin_amdé64.whl
# adjusting the version number appropriately

pip install --no-index —--find-links=openremfiles openrem==0.7.3

pip install openremfiles\edmcdonagh-pynetdicom-2da8a57b53b3.tar.gz

Install PostgreSQL

See the instructions to Install PostgreSOL on Windows.

Install webserver

If you are doing so at this stage.

1.3.3 Configure OpenREM ready for use

OpenREM is now installed, so go straight to the Configuration section of the standard installation docs

1.4 Databases

During the installation process, you will need to install a database. For testing only, you can use the built in SQLite3
database, but for production use you will need a production grade database. This is covered in the Pre-installation
preparations documentation, but as you will probably want to find the database instructions again, the links are repeated
here.
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1.4.1 PostgreSQL database (Linux)
Creating the database

Install PostgreSQL and the python connector

‘sudo apt—-get install postgresqgl libpg-dev

If you are using a virtualenv, make sure you are in it and it is active (source bin/activate)

‘pip install psycopg2

Change the security configuration

The default security settings are too restrictive to allow access to the database. Assumes version 9.4, change as
appropriate.

’sudo nano /etc/postgresql/9.4/main/pg_hba.conf

Scroll down to the bottom of the file and edit the following line from peer to md5:

‘local all all mdb

Don’t worry about any lines that start with a # as they are ignored. If you can’t access the database when everything
else is configured, you might need to revisit this file and see if there are other lines with a method of peer that need
to be md5

Restart PostgreSQL so the new settings take effect:

sudo service postgresqgl restart

Optional: Specify the location for the database files You might like to do this if you want to put the database on
an encrypted location instead of /var/lib/postgresql.

For this example, I'm going to assume all the OpenREM programs and data are in the folder /var/openrem/ and
PostgreSQL is at version 9. 4 (change both as appropriate)

sudo service postgresgl stop

mkdir /var/openrem/database

sudo cp —aRv /var/lib/postgresql/9.4/main /var/openrem/database/
sudo nano /etc/postgresqgl/9.4/main/postgresqgl.conf

Change the line

‘data_directory = '/var/lib/postgresqgl/9.4/main'
to

’data_directory = '/var/openrem/database/main'

then restart PostgreSQL:

’sudo service postgresqgl start

1.4. Databases 13
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Create a user for the OpenREM database

sudo —u postgres createuser —-P openremuser

Enter a new password for the openremuser, twice

Create the OpenREM database

sudo -u postgres createdb -T templatel -0 openremuser -E 'UTF8' openremdb

If this is your initial install, you are now ready to install OpenREM, so go to the Installing OpenREM docs.

If you are replacing a SQLite test install with PostgreSQL, continue here.

Configure OpenREM to use the database

Move to the OpenREM install directory:
e Ubuntu linux: /usr/local/lib/python2.7/dist-packages/openrem/
¢ Other linux: /usr/lib/python2.7/site-packages/openrem/
e Linux virtualenv: 1ib/python2.7/site-packages/openrem/
e Windows: C:\Python27\Lib\site-packages\openrem\
¢ Windows virtualenv: Lib\site-packages\openrem\

Edit the settings file, eg

nano openremproject/local_settings.py

Set the following (changing database name, user and password as appropriate)

'ENGINE': 'django.db.backends.postgresgl_psycopg2',
'NAME': 'openremdb',

'USER': 'openremuser',

'PASSWORD': 'openrem_pw',

Backup the database

Ad-hoc backup from the command line

‘sudo -u postgres pg_dump openremdb > /path/to/backup.bak ‘

If you are moving a backup file between systems, or keeping a few backups, you may like to compress the backup; for
example a 345 MB OpenREM database compresses to 40 MB:

‘tar —-czf backup.bak.tar.gz backup.bak ‘

Automated backup with a bash script

#! /bin/bash
rm -rf /path/to/db/backups/x*
PGPASSWORD="openrem_pw" /usr/bin/pg_dump -Uopenremuser openremdb > /path/to/db/backups/¢penrem.bak

14 Chapter 1. First time installation



OpenREM Documentation, Release 0.7.3

This script could be called by a cron task, or by a backup system such as backuppc prior to running the system backup.

Restore the database

If the restore is taking place on a different system, ensure that PostgreSQL is installed and the same user has been
added as was used to create the initial database (see Creating the database)

Create a fresh database and restore from the backup

sudo -u postgres createdb -T template0 new_openremdb_name
sudo —u postgres psqgl new_openremdb_name < /path/to/db/backups/openrem.bak

Alternative instructions and further reference

Previous versions had instructions that used different backup options and the pg_restore command. To review
these, please refer to the 0.6.2 documentation at docs.openrem.org/en/0.6.2/

Further details can be found on the PostgreSQL website

Useful PostgreSQL commands

—-— Start the PostgreSQL console
sudo —-u postgres psqgl

-— List users
\du

—-— List databases

-— Exit the console

1.4.2 PostgreSQL database (Windows)

Note: Original author JA Cole

Get PostgreSQL and the python connector

¢ Download the installer from http://www.enterprisedb.com/products-services-training/pgdownload#windows

* Download psycopg? from http://www.lfd.uci.edu/~gohlke/pythonlibs/. Make sure it matches your python and
Windows version.
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Install PostgreSQL

Run the the postgresql installer. It will ask for a location. Ensure the “data” directory is not under “Program Files” as
this can cause permissions errors. Enter a superuser password when prompted. Make sure you keep this safe as you
will need it.

Create a user and database

Open pgAdmin IIT
¢ Click on servers to expand
* Double click on PostgreSQL 9.4
* Enter your superuser password
 Right click on “login roles” and choose “New login role”
* Create the openremuser (or whatever you want your user to be called) and under definition add a password.
* Click OK
* Right click on databases and choose “New database”

* Name the database (openremdb is fine) and assign the the owner to the user you just created.

Install psycopg2

pip install psycopg2-2.6.1-cp27-cp27m-win32.whl

# or if you have the 64-bit version

pip install psycopg2-2.6.1-cp27-cp27m-win_amdé64.whl
# adjusting the version number appropriately

If this is your initial install, you are now ready to install OpenREM, so go to the Installing OpenREM docs.

If you are replacing a SQLite test install with PostgreSQL, continue here.

Configure OpenREM to use the database

Find and edit the settings file (notepad works fine). The path depends on your python install, but could be something like:

e C:\lib\python2.7\site-packages\openrem\openremproject\local_settings.py
Set the following (changing name, user and password as appropriate):

e "ENGINE’ : 'django.db.backends.postgresqgl_psycopg2’,

e "NAME’ : 'openrem_db’,

¢ "USER’ : "openremuser’,

¢ "PASSWORD’ : ’'openrem_pw’,
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1.4.3 Backing up MySQL on Windows

Note: Content contributed by DJ Platten

These instructions are based on Windows XP.

As a one-off, create a MySQL user called backup with a password of backup that has full rights to the database:

’C:\Program Files\MySQL\MySQL Server 5.6\bin\mysgl.exe -u root —-p —e "CREATE USER ’backu#'@'localhost

Grant the backup user full privileges on the database called openremdatabasemysql:

’C:\Program Files\MySQL\MySQL Server 5.6\bin\mysgl.exe -u root -p —-e "GRANT ALL PRIVILEG#S ON openrem

Grant the backup user privileges to create databases:

’C:\Program Files\MySQL\MySQL Server 5.6\bin\mysgl.exe —u root -p —e "GRANT CREATE ON *.% TO 'backup'

Reload the privileges to ensure that MySQL registers the new ones:

‘C:\Program Files\MySQL\MySQL Server 5.6\bin\mysgl.exe —-u root -p —-e "FLUSH PRIVILEGES";‘

To backup the contents of the database from the command line to a file called backup. sgl (note that the lack of
spaces after the —u and —p is not a typo):

’C:\Program Files\MySQL\MySQL Server 5.6\bin\mysgldump.exe —ubackup -pbackup openremdata#asemysql > b

To restore the database, assuming that it doesn’t exist anymore, first it needs to be created:

’C:\Program Files\MySQL\MySQL Server 5.6\bin\mysgl.exe -ubackup —-pbackup —-e "CREATE DATA#ASE openremd:

Then restore the contents of the database from a file called backup.sql:

’C:\Program Files\MySQL\MySQL Server 5.6\bin\mysqgl.exe —-ubackup -pbackup openremdatabase#ysql < backuj

An example DOS batch file to back up the contents of the openremdatabasemysqgl database using a time stamp
of the form yyyy-mm—dd_hhmm, zip up the resulting file, delete the uncompressed version and then copy it to a
network location (the network copy will only work if the user that runs the batch file has permission on the network):

@echo off
For /f "tokens=1-4 delims=/ " %%a in ('date /t') do (set mydate=%%c-%%b-%%a)
For /f "tokens=1-2 delims=/:" %$%a in ('time /t') do (set mytime=%%a%$%b)

"C:\Program Files\MySQL\MySQL Server 5.6\bin\mysgldump.exe" -ubackup -pbackup openremdatabasemysqgl >
"C:\Program Files\7-Zip\7z.exe" a F:\OpenREMdatabase\backup\%mydate%_%$mytime%_openremdatabasemysqgl.z

del F:\OpenREMdatabase\backup\%mydate%_%mytime$%_openremdatabasemysqgl.sqgl

copy F:\OpenREMdatabase\backup\%mydate%_%mytime%_openremdatabasemysql.zip "\\Srv-mps-00]\xls_protect
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Upgrade to OpenREM 0.7.1

2.1 Headline changes

e System

Django upgraded to version 1.8
Median function added to the database if using PostgreSQL

New user-defined display name for each unique system so that rooms with the same DICOM station name
are displayed separately

Patient name and ID can optionally be stored in system, available for searching and export, but not dis-
played

Patient name, ID and accession number can be stored as a one-way hash, and remain searchable
Permission system has become more granular

System can now accept non-ASCII characters in protocol names etc

Menus have been tidied up

Settings file has been updated

¢ Charts and interface

Bar chart data points sorted by frequency, value or name in ascending or descending order
CT chart of DLP per requested procedure type

CT chart of requested procedure frequency

CT chart of CTDIvol per study description

Chart data returned using AJAX to make pages more responsive

Chart plotting options available via Config menu

Charts can now be made full-screen

CTDIw phantom size is displayed with the CTDIvol measurement on the CT study detail page
Charts show a series called “Blank” when the series name is None

Queries for chart data now faster in most situations

Histograms can be disabled or enabled for bar charts

User-specified number of histogram bins from 2 to 40
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Mammography chart of average glandular dose vs. compressed thickness
Mammography chart showing the number of studies carried out per weekday
Fluoroscopy chart of average DAP for each study description

Fluoroscopy chart of the frequency of each study description

Fluoroscopy chart showing the number of studies carried out per weekday

Context specific documentation has been added to the Docs menu

¢ DICOM Networking

Query retrieve function is now built in to query PACS systems or modalities via the Import menu

Configuring and running DICOM Store SCP is available and managed in the web interface, but not rec-
ommended

Documentation improved

* Imports

Mammography RDSRs import correctly

Mammography imports from images now create an accumulated AGD value per breast
GE Senographe DS compression now recorded correctly in Newtons for new imports
Philips Allura fluoroscopy RDSRs import correctly, including calculating the exposure time
Bi-plane fluoroscopy imports can now be displayed in the web interface

Patient height imports from csv now convert from cm to m - previously height was assumed to be cm and
inserted into database without change. Existing height data will remain as cm value for csv imports, and
m value for RDSR imports

Better handling of non-ASCII characters

Tube current is now extracted from Siemens Intevo RDSRs

* Exports

Patient sex is included in all exports
Filters generated by navigating through charts can now be used to filter export data
Study description and laterality are now included in mammography exports

Bi-fluoroscopy studies can be exported

 Skin dose maps

Skin dose maps have been withdrawn from OpenREM version 0.7.0 due to incorrect orientation calcula-
tions that need to be fixed before openSkin can be reimplemented into OpenREM

2.1.1 Changes since 0.7.0

Extremely minor change to the documenation links
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2.2 Upgrading an OpenREM server with no internet access

2.2.1 Upgrade an offline OpenREM installation

Upgrading from OpenREM version 0.6 or later requires new Python packages to be available, as well as the latest
version of OpenREM. These can be downloaded on any computer with Python 2.7 installed and an internet connection,
though if you have trouble when installing the packages you might need to use a similar computer to the one you are
installing on - same operating system and matching 32-bit or 64-bit.

On a computer with internet access

In a console, navigate to a suitable place and create a directory to collect all the packages in, then use pip to download
them all:

mkdir openremfiles
pip install -d openremfiles openrem==0.7.1

Copy everything to the OpenREM server

* Copy the directory to the OpenREM server

On the OpenREM server without internet access

* Back up your database

— For PostgreSQL you can refer to Backup the database

— For a non-production SQLite3 database, simply make a copy of the database file
 Stop any Celery workers

* If you are using a virtualenv, activate it now, then

pip install --no-index --find-links=openremfiles openrem==0.7.1

Now continue with Upgrading from version 0.6.0 or Upgrading from version 0.7.0 beta 7 or later as appropriate,
starting just after the pip install line.

2.3 Upgrading from version 0.6.0

* Back up your database

— For PostgreSQL you can refer to Backup the database

— For a non-production SQLite3 database, simply make a copy of the database file
* Stop any Celery workers

* The 0.7.0 upgrade must be made from a 0.6.0 (or later) database, and a schema migration is required:

pip install openrem==0.7.1

In a shell/command window, move into the openrem folder:

e Ubuntu linux: /usr/local/lib/python2.7/dist-packages/openrem/
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e Other linux: /usr/lib/python2.7/site-packages/openrem/
e Linux virtualenv: 1ib/python2.7/site-packages/openrem/

* Windows: C:\Python27\Lib\site-packages\openrem\

¢ Windows virtualenv: Lib\site-packages\openrem\

Delete all numbered migration files in openrem’s remapp/migrations folder, leaving the 0002 files ending in
.inactive

* If there is no file named __init__ .py inthe remapp/migrations folder, please create it.

¢ If you have accidentally deleted the 0002 files ending in . inact ive, you can get a new copy from the bitbucket
repository.

python manage.py migrate —--fake-initial
python manage.py makemigrations remapp
python manage.py migrate remapp --fake

Now rename the file

’remapp/migrations/OOO2_upgrade_0_7_from_0_6.py.inactive

to:

’remapp/migrations/OOO2_upgrade_0_7_from_0_6.py

and then run

’python manage.py migrate remapp

Note: With a large database, this may take some time!

* Review the new openremproject/local_settings.py.example file and copy accross the logging
section. Then see Log file settings in the install docs.

If you are using PuTTY on Windows to interact with a linux server, you can select the logging configuration
section of the example file with your mouse, and it will be automatically copied to the clipboard. Then open the
existing local_settings.py file with nano, move the curser down to the bottom and click the right mouse
button to paste.

2.3.1 Restart all the services!

Some of the commands and services have changed - follow the guide at Start all the services.

2.4 Upgrading from version 0.7.0 beta 7 or later

* Stop any Celery workers

* You will need to do a database migration.

pip install openrem==0.7.1

From the openrem folder (see above):
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python manage.py makemigrations remapp
python manage.py migrate remapp

* Review the new local_settings.py.example file and copy accross the logging section. Then see Log
file settings in the install docs.

2.4.1 Restart all the services!

Some of the commands and services have changed - follow the guide at Start all the services.
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CHAPTER 3

Upgrade to OpenREM 0.7.3

3.1 Headline changes

» Database: New migration file for upgrades from 0.6 series databases

» Charts: Fixed display and export errors, improved layout and increased the number of data points that can be
plotted

e Interface: Fixed multi-line cells in tables so that the links work in IE8
¢ Interface: Fixed delete cancel button in firefox

» Exports: Fixed export of non-ASCII characters to csv file

3.2 Upgrading an OpenREM server with no internet access

Upgrade using the instructions found at Upgrade an offline OpenREM installation, but change the pip commands from
openrem==0.7.1 to openrem==0.7. 3. If you are still on a 0.6 series install, upgrade to 0.7.1 first.

3.3 Upgrading from version 0.7.1

* Back up your database

— For PostgreSQL you can refer to Backup the database

— For a non-production SQLite3 database, simply make a copy of the database file
* Stop any Celery workers
* If you are using a virtualenv, activate it

¢ Install the new version of OpenREM:

pip install openrem==0.7.3

In a shell/command window, move into the openrem folder:
e Ubuntu linux: /usr/local/lib/python2.7/dist-packages/openrem/
e Other linux: /usr/lib/python2.7/site-packages/openrem/

e Linux virtualenv: 1ib/python2.7/site-packages/openrem/
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e Windows: C:\Python27\Lib\site-packages\openrem\

* Windows virtualenv: Lib\site-packages\openrem\

3.3.1 Check the current status of your migrations

’python manage.py showmigrations

If you are using the PostgreSQL database and installed 0.7.1 as a fresh install, the remapp section should look like
this:

remapp
[X] 0001_initial
[X] 0002_0_7_fresh_install_add_median

If you installed 0.7.1 as a fresh install and are using a different database — such as MySQL or the built-in test database
SQLite3 — the remapp section should look like this:

remapp
[X] 0001_initial

For both of these scenarios your upgrade is complete and you can Start all the services.

If you have an installation that has been upgraded from the 0.6 series, it should have a remapp section that looks like
this:

remapp
[X] 0001_initial
[X] 0002_upgrade_0_7_from_0_6

For this scenario, please continue and apply the new migration using the instructions below.

If your migrations list is different from these, particularly if there are any migrations listed with an empty [ ] check
box and you don’t know why, please ask a question on the Google group before continuing. Don’t forget to tell us
what is in the remapp section of your showmigrations listing and what upgrades you have done so far.

3.3.2 Apply the new migration

Rename the file

‘remapp/migrations/OOOx_delete_o60_acq_field.py.inactive

to:

‘remapp/migrations/OOOx_delete_O60_acq_field.py

Check that the rename was successful by running python manage.py showmigrations again. The new mi-
gration should be listed with an empty pair of square brackets.

Now run

python manage.py migrate remapp

This should result in an error similar to this:

CommandError: Conflicting migrations detected (0002_upgrade_0_7_from 0_6, 000x_delete_0
To fix them run 'python manage.py makemigrations —--merge'

Now run
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python manage.py makemigrations —--merge

This will then list the merge actions, finishing with the following text:

Merging will only work if the operations printed above do not conflict
with each other (working on different fields or models)
Do you want to merge these migration branches? [y/N]

Respond with a y, then run python manage.py showmigrations again. This should result in the following
listing:

remapp
[X] 0001_initial
[ ] 000x_delete_060_acqg _field
[X] 0002_upgrade_0_7_from_0_6
[ ] 0003_merge

Now run the migration:

python manage.py migrate remapp

A final python manage.py showmigrations should show:

remapp
[X] 0001_initial
[X] 000x_delete_060_acqg _field
[X] 0002_upgrade_0_7_from_0_6
[X] 0003_merge

3.3.3 Restart all the services

Follow the guide at Start all the services.

3.3.4 Import all the failed studies since 0.6 series upgrade

Re-import any fluoroscopy, radiography or mammography data that has not imported since the upgrade from the 0.6
series. This relates to issue #415 on the Bitbucket issue tracker.

If you have any studies complaining

remapp.models.DoesNotExist: ProjectionXRayRadiationDose matching query does not exist.

You should check to see if the study you are importing has been partially imported before the database was fixed. If it
has, you might need to delete it using the delete function in the web interface. You will only see the delete function if
you have admin privileges - see Configure the settings for details.

3.4 Upgrading from 0.6 series

Follow the instructions to Upgrade to OpenREM 0.7.1 first, then return to these instructions to upgrade to 0.7.3.
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CHAPTER 4

Start all the services

4.1 Test web server

In a shell/command window, move into the openrem folder:
e Ubuntu linux: /usr/local/lib/python2.7/dist-packages/openrem/
¢ Other linux: /usr/lib/python2.7/site-packages/openrem/
e Linux virtualenv: 1ib/python2.7/site-packages/openrem/ (remember to activate the virtualenv)
e Windows: C:\Python27\Lib\site-packages\openrem\

* Windows virtualenv: Lib\site-packages\openrem\ (remember to activate the virtualenv)

4.1.1 Web access on OpenREM server only

Run the built in web server:

’python manage.py runserver --insecure

In a web browser on the same computer, go to http://localhost:8000/ - you should now see the message about creating
users. For full functionality start the Celery task queue before moving on to Configure the settings.

4.1.2 Web access on other computers

The built-in webserver only provides a service on the computer OpenREM is installed on by default (it’s only there
really for testing). To view the OpenREM interface on another computer, you need to modify the runserver
command:

’python manage.py runserver ——insecure 192.168.1.10:8000

Make sure you change the IP address to the address of the server! On Windows you can find the IP address informa-
tion by typing

‘ipconfig

You are looking for a line that has IPv4 Address followed by four numbers with dots between, similar to the
numbers before the colon in the command above.

With a linux server, type
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ip add

Again you are looking for the same dotted number, this time it will be after inet. In both examples, you might have
several to choose from depending on how many network cards (real or virtual) your computer has. Determining which
one is which is probably beyond the scope of these instructions! If you get the IP address completely wrong, the
command will fail with the error: Error: That IP address can’t be assigned-to.

In a web browser on a different computer on the same network, go to http://192.168.1.10:8000/ (changing the IP
address to the one you are running the server on) and you should see the OpenREM interface and the message about
creating users. For full functionality start the Celery task queue before moving on to Configure the settings.

Note: Why are we using the ——insecure option? With DEBUG mode set to True the test web server would serve
up the static files. In this release, DERUG mode is set to False, which prevents the test web server serving those files.
The ——insecure option allows them to be served again.

4.2 Celery task queue

Celery will have been automatically installed with OpenREM, and along with RabbitMQ allows for asynchronous task
processing for imports, exports and DICOM networking tasks.

Note: Celery needs to be able to write to the place where the Celery logs and pid file are to be stored, so make sure:
* the folder exists (the suggestion below is to create a folder in the MEDIA_ROOT location)

* the user that starts Celery can write to that folder

You can put the folder wherever you like, for example you might like to create a /var/log/openrem/ folder on a
linux system.

If you are using the built-in 7est web server then Celery and the webserver will be running as your user. If you are
running a production webserver, such as Apache or nginx on linux, then the user that runs those daemons will need to
be able to write to the MEDIA_ROOT and the Celery log files folder. In this case, you need to change the ownership
of the folders and change to the right user before running Celery. On Ubuntu:

mkdir /path/to/media/celery # change as appropriate
sudo chown www-data /path/to/media # change as appropriate
sudo su —-p www-data

Now start celery...
Move into the openrem folder:
e Ubuntu linux: /usr/local/lib/python2.7/dist-packages/openrem/
e Other linux: /usr/lib/python2.7/site-packages/openrem/
e Linux virtualenv: 1ib/python2.7/site-packages/openrem/ (remember to activate the virtualenv)
* Windows: C:\Python27\Lib\site-packages\openrem\
¢ Windows virtualenv: Lib\site-packages\openrem\ (remember to activate the virtualenv)

Linux - \ is the line continuation character:

celery multi start default —-A openremproject -c 4 —-Q default \
—--pidfile=/path/to/media/celery/%N.pid —--logfile=/path/to/media/celery/%N.log
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Windows - celery multi doesn’t work on Windows, and "~ is the continuation character:

celery worker —-n default —-A openremproject -c 4 -Q default
—--pidfile=C:\path\to\media\celery\default.pid —--logfile=C:\path\to\media\celery\default

For production use, see Daemonising Celery below

Set the number of workers (concurrency, —c) as you see fit. The more you have, the more processes (imports, exports,
query-retrieve operations etc) can take place simultaneously. However, each extra worker uses extra memory and if
you have too many they will be competing for CPU resources too.

To stop the celery queues in Linux:

celery multi stop default —--pidfile=/path/to/media/celery/%N.pid

For Windows, just press Ctr1l+c

You will need to do this twice if there are running tasks you wish to kill.

4.3 Celery periodic tasks: beat

Note: Celery beat is only required if you are using the Native DICOM store node with direct import. Please read the
warnings there before deciding if you need to run Celery beat. At the current time, using a third party DICOM store
service is recommended for most users. See the DICOM Store and QR documentation for more details

Celery beat is a scheduler. If it is running, then every 60 seconds a task is run to check if any of the DICOM Store
SCP nodes are set to keep_alive, and if they are, it tries to verify they are running with a DICOM echo. If this is
not successful, then the Store SCP is started.

To run celery beat, open a new shell and move into the openrem folder:
e Ubuntu linux: /usr/local/lib/python2.7/dist-packages/openrem/
e Other linux: /usr/lib/python2.7/site-packages/openrem/
e Linux virtualenv: 1ib/python2.7/site-packages/openrem/ (remember to activate the virtualenv)
* Windows: C:\Python27\Lib\site-packages\openrem\
¢ Windows virtualenv: Lib\site-packages\openrem\ (remember to activate the virtualenv)

Linux:

celery -A openremproject beat -s /path/to/media/celery/celerybeat-schedule \
-f /path/to/media/celery/celerybeat.log \
——pidfile=/path/to/media/celery/celerybeat.pid

Windows:

A

celery —-A openremproject beat -s C:\path\to\media\celery\celerybeat—-schedule
-f C:\path\to\media\celery\celerybeat.log "
——pidfile=C:\path\to\media\celery\celerybeat.pid

For production use, see Daemonising Celery below

As with starting the Celery workers, the folder that the pid, log and for beat, schedule files are to be written must
already exist and the user starting Celery beat must be able write to that folder.

To stop Celery beat, just press Ctrl+c

4.3. Celery periodic tasks: beat 31
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4.4 Configure the settings

* Follow the link presented on the front page to get to the user and group administration.

There are no users in any of the groups

You will need fo allocate users to a group before using this system - you can do this here. You will need to know the superuser username and
password you used when you installed the database.

Make sure there is at least one Admin user. You can return to the user config page later by using the 'Manage users' link on the admin menu.

Imports ~  Exporis & Config ~

U=er level config
Chart options
Switch charts off

system level config

Manage users

View and edit display names
DICOM object delete settings
DICOM network configuration
Patient |D settings

* After the first users are configured, this link will no longer be presented and instead you can go to Config ->
Manage users.

* You will need the superuser username and password you created just after creating the database. The groups are

viewgroup can browse the data only
importsizegroup can use the csv import facility to add patient height and weight information

importgrgroup can use the DICOM query-retrieve facility to pull in studies, as long as they are pre-
configured

exportgroup can view and export data to a spreadsheet

pidgroup can search using patient names and IDs depending on settings, and export with patient names
and IDs if they are also a member of the exportgroup

admingroup can delete studies, configure DICOM Store/QR settings, configure DICOM keep or delete
settings, configure patient ID settings, and abort and delete patient size import jobs. Members of the
admingroup no longer inherit the other groups permissions.
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Staff status

Designates whether the user can log into this 2dmin site

Superuser status

Designates that this user has all permissions without explicity assigning them

Groups:

Available groups & & &

Q, [Filter admingroup
axportgroup

pidgroup vievigraup

importgraroup impartsizegroup

Choose all O Remowve all
The groups this user belongs to. A user will get all permissions granted to each of their groups. Hold down “Control®, or "Command™ on a Mac, to select

more than one,

¢ In addition to adding users to these groups, you may like to grant a second user superuser and staff status
so that there are at least two people who can manage the users

 Return to the OpenREM interface (click on View site at the top right)

Welcome, Ed. View site / Change password [/ Log owt

* GotoConfig —> DICOM object delete settings and configure appropriately (see Delete objects
configuration)

* GotoConfig —-> Patient ID settings and configure appropriately (see Patient identifiable data)

¢ If you want to use OpenREM as a DICOM store, or to use OpenREM to query remote systems, go to Config
-> Dicom network configuration. For more information go to DICOM Store and QR (not yet up to
date)

e With data in the system, you will want to go to Config —> View and edit display names and
customise the display names. An established system will have several entries for each device, from each time
the software version, station name or other elements changes. See Viewing and editing individual x-ray system
display names using the web interface for more information

4.5 Start using it!

Add some data!

‘ openrem_rdsr.py rdsrfile.dcm
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4.6 Further instructions

4.6.1 Daemonising Celery

In a production environment, Celery will need to start automatically and not depend on a particular user being logged
in. Therefore, much like the webserver, it will need to be daemonised. For now, please refer to the instructions and
links at http://celery.readthedocs.org/en/latest/tutorials/daemonizing.html.
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CHAPTER 5

Configuration

See also: 1ocal_settings.py Configuration

5.1 Delete objects configuration

OpenREM is able to automatically delete DICOM objects if they can’t be used by OpenREM or if they have been
processed. This has the following advantages:

* The server doesn’t need to have much storage space

* It can help with information governance if the database is set to not store patient identifiable data (see Patient
identifiable data)

Warning: If OpenREM is set to delete objects and you pass a local file to OpenREM using the command line,
the source file will be deleted (as long as the filesystem permissions allow).

5.1.1 Configure what is deleted

Use the Config menu and select DICOM object delete settings:
This will open the configuration page:

The initial settings are to not delete anything. However, you are likely to want to delete objects that don’t match any
import filters, and also to delete images such as mammo, DX and Philips CT, as these will take up space much more
quickly than the radiation dose structured reports.

5.1.2 Reviewing the settings

When you have set your preferences, you will be redirected to the DICOM network configuration page, where at the
bottom you can review the current settings:

More information about the DICOM network configuration can be found on the DICOM Store and QR page.

5.2 Viewing and editing individual x-ray system display nhames using
the web interface

New in 0.7.0
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s = Exports £ Config ~

User lavel config
Chart options
Switch charts off

System level config
Manage users

View and edit display names

DICOM object delete settings

DICOM network configuration

Patient ID settings

Fig. 5.1: The Config menu
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Modify DICOM object deletion policy

Do you want objects that we can't do anything with to be
deleted?

| Delete objects that don't match any import
functions?

The remaining choices are for DICOM objects we have
processed and attempted to import to the database:

[| Delete radiation dose structured reports after
processing?

| Delete mammography images after processing?
| Delete radiography images after processing?

| Delete Philips CT dose info images after
processing?

Submit

Fig. 5.2: Modify DICOM object deletion policy

5.2. Viewing and editing individual x-ray system display names using the web interface
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DICOM object delete settings

You can configure whether objects will be deleted once they have been processed.

The unmatched objects setting only applies to DICOM objects sent to the OpenREM DICOM Store Server. All the other
seltings apply to any objects processed by OpenREM - whether through the DICOM Store Server or by using the
command line scripts (eg openrem_rdsr.py).

Settings for all Store SCPs Modify DIGOM object delete settings

After processing incoming objects, delete...

unmatched objects? False
Radiation Dose Structured Reports? False
Mammography images? False
Radiology images? False
Philips CT dose info images? False

Fig. 5.3: Deletion policies can be reviewed on the DICOM network configuration page

Contents

* Viewing and editing individual x-ray system display names using the web interface
— The display name field
— Viewing x-ray system display names
— Changing x-ray system display names

5.2.1 The display name field

Previous versions of OpenREM used each x-ray system’s DICOM station name as the identifier for each x-ray
system. The front page showed a summary of the number of studies for each unique station name stored in the
system. This led to a problem if multiple x-ray systems used the same station name: the OpenREM home page would
only show one station name entry for these systems, with the number of studies corresponding to the total from all the
rooms. The name shown alongside the total was that of the system that had most recently sent data to the system.

This issue has been resolved by introducing a new field called display name. This is unique to each piece of x-ray
equipment, based on the combination of the following eight fields:

e manufacturer
¢ institution name
e station name

* department name
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¢ model name

¢ device serial number
¢ software version

* gantry id

The default text for display name is set to a combination of institution name and station name.

5.2.2 Viewing x-ray system display names

£} Config ~

User level config
Chart options
Switch charts off

View display names

Fig. 5.4: The Config menu (user)

If you log in as a normal user then the Conf ig menu becomes available at the right-hand end of the navigation bar at
the top of the screen.

The third option, View display names,takes you to a page where you can view the list of x-ray systems with data
in OpenREM together with their current display name. The x-ray systems are grouped into modalities and displayed
in five tables: CT; mammography; DX and CR; fluoroscopy; and other.

5.2.3 Changing x-ray system display hames

If you wish to make changes to a display name then you must log in as a user that is in the admingroup. You will
then be able to use the View and edit display names item under the Config menu:

This will take you to a page where you can view the list of x-ray systems with data in OpenREM. If you wish to change
a display name then click on the corresponding row. The resulting page will allow you to edit the display name. Click
on the Update button to confirm your changes:

You can set multiple rows to the same display name. You may wish to do this if a system has a software upgrade, for
example, as this will generate a new default display name for studies carried out after the software upgrade has taken
place. The studies from these will be grouped together as a single entry on the OpenREM homepage and individual
modality pages.
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OpenREM  CT  Radiography Imports ~  Exports  f¥Config ~ & Welcome - logout

Click on a row to edit the display name.

CT

There are 4 entries in this table.

Display name Institution Department Manufacturer Model Station Serial  Software Gantry
name no. version ID
CT scanner 1, Hospital A CT scanner 1, None SIEMENS SOMATOM scanner 1 64023  syngo CT None
scanner 1 Hospital A Definition AS 2012B
CT scanner 1, Hospital B CT scanner 1, None TOSHIBA Aquilion 64 scanner 1 64023  syngo CT None
scanner 1 Hospital B 2012B
CT scanner 2, Hospital A CT scanner 2, None SIEMENS SOMATOM scanner 2 64023  syngo CT None
scanner 2 Hospital A Definition 64 2012B
CT scanner 2, Hospital B CT scanner 2, None PHILIPS Brilliance 64 scanner2 64023  syngo CT None
scanner 2 Hospital B 20128
Mammography
There are 0 entries in this table.
Display name Institution Department Manufacturer Model Station name Serial no. Software version Gantry ID
DX and CR
There are 5 entries in this table.
Display name Institution Department Manufacturer Model Station Serial Software Gantry
name no. version ID
X-ray room A, Hospital B station ~ X-ray room A, Hospital ~ None Canon Inc. CXDl  station 1 200170  V6.60.02 None
1 B
X-ray room B, Hospital B station ~ X-ray room B, Hospital ~ None Canon Inc. CXDl  station 2 200170  V6.60.02 None
2 B
X-ray room C, Hospital A station ~ X-ray room C, Hospital =~ None Canon Inc. CXDl  station 3 200170  V6.60.02 None
3 A
X-ray room C, Hospital B station ~ X-ray room C, Hospital ~ None Canon Inc. CXDI  station 3 200170  W6.60.02 None
3 B

Fig. 5.5: Example list of display names
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prts +  Exports = & Config ~

User level config
Chart options
Switch charts off

System level config

Manage users

View and edit display names
DICOM object delete settings
DICOM network configuration
Patient ID settings

Fig. 5.6: The Config menu (admin)

Display name Institution Department Manufacturer Model Station Serial Software Gantry ID
name no. wversion
|CT scanner 1, Hospital B sci CT scanner 1, Hospital None TOSHIBA Aqguilion scanner 1 64023 syngo CT 2012B None
B 64

Fig. 5.7: Example of the page for updating a display name
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CHAPTER 6

Importing data to OpenREM

6.1 Importing dose related data from DICOM files

If you are using linux, or for Windows if you have put C: \Python27\; C:\Python27\Lib\site-packages; C:\Python27\
onto your system path, you should be able to import from the command line:

6.1.1 Radiation Dose Structured Reports

’openrem_rdsr.py filename.dcm ‘

You can use wildcards to process a number of files at once, ie:

’openrem_rdsr.py *.dcm ‘

6.1.2 For mammography DICOM images

‘openrem_mg.py filename.dcm

The facility for extracting dose information from mammography DICOM images has been designed and tested with
images created with the GE Senographe DS. It has now also been used with the images generated by the following
systems:

* GE Senographe Essential
* Hologic Selenia

 Siemens Inspiration

6.1.3 For radiographic DICOM images

’openrem_dx.py filename.dcm

6.1.4 For CT dose summary files from Philips CT scanners

‘openrem_ctphilips.py filename.dcm
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CHAPTER 7

DICOM Store and QR

To make the most of OpenREM, you need a DICOM store node and maybe use DICOM query-retrieve too. The
documents below walk you though how to set this up.

We are recommending that production installs make use of a third party provided DICOM store node as the in-built
one has not yet proved reliable enough at this time - any help with testing and improvement would be most welcome!
This is why we have provided documentation to work with conquest too.

7.1 DICOM Network Configuration

7.1.1 Configuring DICOM store nodes in OpenREM

You need to configure one or more DICOM Store nodes (Store Service Class Provider, or Store SCP) if you want
either of the following:

* OpenREM to provide DICOM store functionality

¢ OpenREM to be able to query retrieve a third-party system (PACS or modality), using the OpenREM Store SCP
or a third party one, such as Conquest

To configure a DICOM Store SCP, on the Config menu select DICOM network configuration, then click
Add new Store and fill in the details (see figure 1):

Application Entity Title of the node: This is the DICOM name for the store, and must be letters or numbers only, no
spaces, and a maximum of 16 characters

Port for store node: Port 104 is the reserved DICOM port, but it is common to use high ports such as 8104, partly be-
cause ports up to 1024 usually need more privileges than for the high ports. However, if there is a firewall between the
remote nodes (modalities, PACS) and the OpenREM server, then you need to make sure that the firewall is configured
to allow the port you choose here

7.1.2 Native DICOM store node with direct import

Warning: Native DICOM store functionality has not proved to be stable over long periods. Therefore we cannot
recommend that you use this feature in a production environment. However, please do test it and help us to improve
it if you are able to!
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Warning: If you use supervisord or similar on Linux, then you might not be able to use the web interface or
possibly the auto-start service as new threads spawned for the Store SCP tend to get killed. This wouldn’t prevent
you starting the SCP in a shell. See Issue #337

An OpenREM DICOM Store SCP (service class provider) enables modalities or PACS to send DICOM structured
reports and images directly to OpenREM where they are imported into the database.

The Store SCP service receives the data, checks whether it is one of the objects that OpenREM can extract data from,
and starts an import task if applicable.

The object is then left in the dicom_in folder in the media folder, or it is deleted, depending on the policy set in
Delete objects configuration.

For native DICOM store nodes, you need to open the Advanced - test/development use only section
(see figure 2):

Auto-start the server using celery beat: if checked, and if Celery periodic tasks: beat is running, then OpenREM will
attempt to start the store node whenever it finds it not to be running.

7.1.3 Third-party DICOM store node for scripted import to OpenREM

If you are using Conquest or another third-party Store SCP to collect DICOM data, simply fill in the basic details as
above without configuring the settings in the Advanced section. This will enable you to request remote hosts send
data to your Store SCP in the retrieve part of the query-retrieve operation.

See Conquest DICOM store node on Ubuntu and Running Conquest on Windows as a service for more information
about using Conquest with OpenREM

7.1.4 Status of DICOM Store SCP nodes

DICOM Store SCP advanced configuration

DICOM Store SCP nodes that have been configured are listed in the left column of the DICOM network configuration
page. For each server, the basic details are displayed, including the Database ID which is required for command
line/scripted use of the query-retrieve function.

In the title row of the Store SCP config panel, the status will be reported either as ‘Server is alive’ or ‘Error: Association
fail - server not running?’ - see figure 3

Controlling native Store SCP nodes
If a native Store SCP node is not running, then a Start server button will be presented at the bottom right. If it is
running, this buttin will change to Stop server, and the Delete button will become inactive.

If the node is configured to be auto-started, and if Celery periodic tasks: beat is running, then each minute if the server
is not started Celery will try to start the node. If you intend to stop the node for some reason, modify the configuration
so that auto-start is not selected, then stop the server.

7.1.5 Query retrieve of third-party system, such as a PACS or modality

To Query-Retrieve a remote host, you will need to configure both a local Store SCP and the remote host.

To configure a remote query retrieve SCP, on the Config menu select DICOM network configuration,then
click Add new QR Node and fill in the details:
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Name of QR node: This is the friendly name, such as PACS QR

AE Title of the remote node: This is the DICOM name of the remote node, 16 or fewer letters and numbers, no
spaces

AE Title this server: This is the DICOM name that the query (DICOM C-Find) will come from. This may be
important if the remote node filters access based on calling aet. Normal rules of 16 or fewer letters and numbers,
no spaces

Remote port: Enter the port the remote node is using (eg 104)
Remote IP address: The IP address of the remote node, for example 192.168.1.100

Remote hostname: Alternatively, if your network has a DNS server that can resolve the hostnames, you can
enter the hostname instead. If the hostname is entered, it will be used in preference to the IP address, so only
enter it if you know it will be resolved.

Now go to the DICOM Query Retrieve Service documentation to learn how to use it.

7.1.6 Troubleshooting: openrem_store.log
If the default logging settings haven’t been changed then there will be a log files to refer to. The default location is
within your MEDIAROOT folder:

This file contains information about each echo and association that is made against the store node, and any objects that
are sent to it.

The following is an example of the log for a Philips dose info image being received:

UID 1.2.840.113704.7.1.1.4188.1234134540.349
[21/Feb/2016 21:14:39]
/var/openrem/media/dicom_in/1.2.840.113704.7.
[21/Feb/2016 21:14:39]
...etc

[21/Feb/2016 21:13:43] INFO [remapp.netdicom.storescp:310] Starting AE... AET:MYSTOREAE
[21/Feb/2016 21:13:43] INFO [remapp.netdicom.storescp:314] Started AE... AET:MYSTOREAEO]
[21/Feb/2016 21:13:43] INFO [remapp.netdicom.storescp:46] Store SCP: association request
[21/Feb/2016 21:13:44] INFO [remapp.netdicom.storescp:54] Store SCP: Echo received
[21/Feb/2016 21:13:46] INFO [remapp.netdicom.storescp:46] Store SCP: association request
[21/Feb/2016 21:13:46] INFO [remapp.netdicom.storescp:54] Store SCP: Echo received
[21/Feb/2016 21:13:49] INFO [remapp.netdicom.storescp:46] Store SCP: association request
[21/Feb/2016 21:13:49] INFO [remapp.netdicom.storescp:54] Store SCP: Echo received
[21/Feb/2016 21:13:50] INFO [remapp.netdicom.storescp:46] Store SCP: association request
[21/Feb/2016 21:13:50] INFO [remapp.netdicom.storescp:54] Store SCP: Echo received
[21/Feb/2016 21:13:51] INFO [remapp.netdicom.storescp:46] Store SCP: association request
[21/Feb/2016 21:13:51] INFO [remapp.netdicom.storescp:54] Store SCP: Echo received
[21/Feb/2016 21:14:39] INFO [remapp.netdicom.storescp:46] Store SCP: association request
[21/Feb/2016 21:14:39] INFO [remapp.netdicom.storescp:78] Received C-Store. Stn name NM+t
SOPClassUID Secondary Capture Image Storage, Study UID 1.2.840.113564.9.1.2843752344.47

INFO [remapp.netdicom.storescp:232] File

1.1.4188.1453134540.349.dcm written
storescp:263]

INFO [remapp.netdicom.

7.2 Conquest DICOM store node on Ubuntu

7.2.1 Installation

Ubuntu has reasonably up to date versions of the Conquest DICOM server in its repositories, so this makes installation
very easy.

7.2. Conquest DICOM store node on Ubuntu
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There are options to install with different databases — for OpenREM we’re not really going to use the database so the
easiest option is to use SQLite:

sudo apt—-get install conquest-sqglite

7.2.2 Basic configuration

Modify dgatesop.Ist

Edit the dgatesop. lst filein the /etc/conquest—-dicom-server folder, for example

sudo nano /etc/conquest-dicom-server/dgatesop.lst

And add the following line

XRayRadiationDoseSR 1.2.840.10008.5.1.4.1.1.88.67 sop

It isn’t critical where it goes, but I tend to add it where it belongs between KeyOb ject SelectionDocument and
PETStorage. I also add in the spaces to make it line up, but again this is just for aesthetic reasons!

If you are pasting from the clipboard into nano from within Linux, use Shift-Ctrl-v. If you are using PuTTY
in Windows to interact with Ubuntu, a right click on the mouse or Shift-Insert should paste the text into the
terminal.

To save and exit from nano, use Ct r1—-o (out), press return to confirm the filename and then Ct r1-x (exit).

Configure the Store SCP

Edit the dicom. ini file in the /etc/conquest-dicom-server folder, for example

sudo nano /etc/conquest-dicom-server/dicom.ini

Modify the following lines as required. The server name field — with the Conquest default of CONQUESTSRV1 — is
the AE Title, so should be 16 characters or less and consist of letters and numbers with no spaces. It is case insensitive.
The TCPPort is normally either 104, the standard DICOM port, or any number greater than 1023.

# Network configuration: server name and TCP/IP port#
MyACRNema = CONQUESTSRV1
TCPPort 11112

Again, save and exit.

If you’ve changed the AE Title and/or port, restart conquest:

sudo /etc/init.d/dgate restart

7.2.3 Testing basic configuration

Test the Store SCP by returning to OpenREM and navigating to Config->DICOM network configuration.
Click to Add new store and enter the AE title and port you have set, along with a reference name.

Click to Submit, and you will return to the summary page which should inform you if the server is running.
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7.2.4 Configure Conquest to work with OpenREM

The next stage is to configure Conquest to store the incoming object and ask OpenREM to process them.

Bash scripts

Create a bash script for each of RDSR, mammo, DX and Philips CT dose images, as required. They should have
content something like the following. The examples that follow assume the files have been saved in the folder
/etc/conquest-dicom-server but you can save them where you like and change the dicom. ini commands
accordingly.

These scripts have a line in them to activate the virtual environment; this is done in the line
/var/dose/venv/bin/activate — you should change the path to your virtualenv or remove it if you have
installed without using a virtualenv.

Eash script also has a line to delete the object after it has been imported — OpenREM can also do this by configuration,
but the file will be written by the _conquest user, and OpenREM will not be running as that user. Therefore it is
easier to have conquest delete the file. If you don’t want them to be deleted, remove or comment out that line (add a #
character to the start of the line).

* Radiation Dose Structured Reports

 Use which ever editor you are comfortable with — a good choice might be nano. For example:

sudo nano /etc/conquest-dicom-server/openrem—-rdsr.sh

#!/bin/sh
#
# usage: ./openrem-rdsr.sh rdsrfilepath

#

# Get the name of the RDSR as variable 'rdsr'

rdsr="51"
# Setup the python virtual environment change to suit your path or remove if
# you are not using virtualenv

/var/dose/venv/bin/activate

# Import RDSR into OpenREM
openrem_rdsr.py rdsr

# Delete RDSR file - remove or comment (#) this line if you want the file to remain
rm rdsr

Save and exit, then set the script to be executable:

sudo chmod +x /etc/conquest-dicom-server/openrem-rdsr.sh

And repeat for the other modality scripts below:

* Mammography images

sudo nano /etc/conquest-dicom-server/openrem-mg.sh
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#!/bin/sh
#
# usage: ./openrem-mg.sh mammofilepath
#
mamim="$1"
/var/dose/venv/bin/activate

openrem_mg.py mamim

rm mamim

sudo chmod +x /etc/conquest—-dicom-server/openrem—-mg.sh

* Radiography images (DX, and CR that might be DX)

sudo nano /etc/conquest-dicom-server/openrem-dx.sh

#!/bin/sh

#

# usage: ./openrem-dx.sh dxfilepath

#

dxim="S$1"
/var/dose/venv/bin/activate

openrem_dx.py dxim

rm dxim

sudo chmod +x /etc/conquest-dicom-server/openrem—dx.sh

* Philips CT dose info images for Philips CT systems with no RDSR

sudo nano /etc/conquest-dicom-server/openrem—ctphilips.sh

#!/bin/sh

#

# usage: ./openrem-ctphilips.sh philipsctpath
#

philipsim="51"

/var/dose/venv/bin/activate
openrem_ctphilips.py philipsim

rm philipsim

sudo chmod +x /etc/conquest-dicom-server/openrem—-ctphilips.sh
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Conquest configuration

At the end of the /etc/conquest-dicom-server/dicom. ini file, add the following lines. You will need to
tailor them to save the file to an appropriate place. The _congquest user will need to be able to write to that location.
You will also need to make sure the path to the scripts you just created are correct.

The example below assumes images will be saved in /var/lib/conquest-dicom-server/incoming/,
which you can create as follows:

sudo mkdir /var/lib/conquest-dicom-server/incoming
sudo chown _conquest:_conquest /var/lib/conquest-dicom-server/incoming

Each instruction in the dicom. ini file below has a destroy instruction to delete Conquest’s copy of the file and
to remove it from it’s database. This isn’t the version we’ve saved in incoming to process.

sudo nano /etc/conquest-dicom-server/dicom.ini

# RDSR

ImportConverter0 = ifequal "%v0008,0016","1.2.840.10008.5.1.4.1.1.88.67"; {save to /vat
# Import arguments for GE CT - uses Enhanced SR instead of Radiation Dose SR
ImportConverterl = ifequal "%vV0008,0016","1.2.840.10008.5.1.4.1.1.88.22"; {save to /vaf

# MG images
ImportModality2 = MG
ImportConverter2 = save to /var/lib/conquest-dicom-server/incoming/%o.dcm; system /etc

# DX images

ImportModality3 = DX

ImportConverter3 = save to /var/lib/conquest-dicom-server/incoming/%o.dcm; system /etc
# CR images

ImportModality4 = CR

ImportConverterd = save to /var/lib/conquest-dicom-server/incoming/%o.dcm; system /etc

# Philips CT
ImportConverter5 = ifequal "%$VvV0008,0016","1.2.840.10008.5.1.4.1.1.7"; {save to /var/li

# Other objects
ImportConverter6 = destroy

Finally, restart conquest to make use of the new settings:

sudo /etc/init.d/dgate restart

7.3 DICOM Query Retrieve Service

To query retrieve dose related objects from a remote server, you need to review the DICOM Network Configuration
first.

7.3.1 Query-retrieve using the web interface

Each configured query-retrieve node and each local store node is automatically tested to make sure they respond to a
DICOM echo - the results are presented at the top of the page. See fingure 2 for an example.

Select the local store node you want to retrieve to.
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Select which modalities you want to query for - at least one must be ticked.

Select a date range - the wider this is, the more stress the query will place on the remote server, and the higher the
likelyhood of the query being returned with zero results (a common configuration on the remote host to prevent large
database queries affecting other services).

If you wish to exclude studies based on their study description, enter the text here. Add several terms by separating
them with a comma. One example would be to exclude any studies with imported in the study description, if your
institution modifies this field on import. The matching is case-insensitive.

Alternatively, you might want to only keep studies with particular terms in the study description. If so, enter them in
the next box, comma separated.

Advanced query options

¢ Include SR only studies default not ticked: If you have a DICOM store with only the radiation dose structured
reports (RDSR) in, or a mix of whole studies and RDSRs without the corresponding study, then tick this box.

¢ Ignore studies already in the database default ticked: The RDSR import routine checks for the existance of
the study UID in the database, and if it is found they it doesn’t go any further. This might change in the future
as there are instances where two RDSRs might legitimately have the same study UID, but different event UIDs.
For image based imports, the individual events are checked, so if you think there is a reasonable chance that
the database is missing individual images from a study, then you might like to deselect this setting. If the same
dates are selected multiple times (to update during a day for example), activating this setting will result in the
same exams all being transferred each time.

When you have finished the query parameters, click Submit

Review and retrieve
The progress of the query is reported on the right hand side. If nothing happens, ask the adminsitrator to check if the
celery queue is running.

Once all the responses have been purged of unwanted modalities, study descriptions or study UIDs, the number of
studies of each type will be displayed and a button appears. Click Retreive to request the remote server send the
selected objects to your selected Store node. This will be based on your original selection - changing the node on the
left hand side at this stage will have no effect.

The progress of the retrieve is displayed in the same place until the retrieve is complete.

7.3.2 Query-retrieve using the command line interface

In a command window/shell, grscu.py -h should present you with the following output:

usage: grscu.py [-h] [-ct] [-mg] [-fl] [-dx] [-f yyyy-mm-dd] [-t yyyy-mm-dd]
[-e string] [-i string] [-sr] [-dup] grid storeid

Query remote server and retrieve to OpenREM

positional arguments:
grid Database ID of the remote QR node
storeid Database ID of the local store node

optional arguments:
-h, --help show this help message and exit
-ct Query for CT studies
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-mg Query for mammography studies
-f1 Query for fluoroscopy studies
—dx Query for planar X-ray studies

-f yyyy-mm-dd, --dfrom yyyy-mm-dd

Date from, format yyyy-mm-dd
-t yyyy-mm-dd, --duntil yyyy-mm-dd

Date until, format yyyy-mm-dd

—-e string, --desc_exclude string
Terms to exclude in study description, comma separated, quote wh
string

-i string, --desc_include string

Terms that must be included in study description, comma separatg
quote whole string

-sr Advanced: Query for structured report only studies

—dup Advanced: Retrieve studies that are already in database

1ole

Yo

As an example, if you wanted to query the PACS for DX images on the 5th April 2010 with any study descriptions
including imported excluded, first you need to know the database IDs of the remote node and the local node you
want the images sent to. To find these, go to the DICOM Network Configuration page where the database ID is listed
among the other details for each node.

Assuming the PACS database ID is 2, and the store node ID is 1, the command would look something like:

grscu.py 2 1 —-dx —-f 2010-04-05 -t 2010-04-05 -e "imported"

If you want to do this regularly to catch new studies, you might like to use a script something like this on linux:

#!/bin/bash
/var/openrem/bin/activate # activate virtualenv if you are using one, modify or delef
ONEHOURAGO=$ (date —-d "1 hour ago" "+%Y-%m-%d")

openrem_dr.py 2 1 —-dx -f SONEHOURAGO -t SONEHOURAGO -—e "Imported"

e this line

This script could be run once an hour using a cron job. By asking for the date an hour ago, you shouldn’t miss exams
taking place in the last hour of the day.

A similar script could be created as a batch file on Windows and run using the scheduler.

7.3.3 Troubleshooting: openrem_qr.log
If the default logging settings haven’t been changed then there will be a log files to refer to. The default location is
within your MEDIAROOT folder:

This file contains information about the query, the status of the remote node, the C-Find response, the analysis of the
response, and the individual C-Move requests.

The following is an example of the start of the log for the following query which is run once an hour (ie some responses
will already have been imported):

grscu.py 2 1 -dx -f 2016-05-04 -t 2016-05-04 -e "imported"

[04/May/2016 11:30:02] INFO [remapp.netdicom.grscu:580] grscu script called
[04/May/2016 11:30:02] INFO [remapp.netdicom.grscu:595] Modalities are ['DX']
[04/May/2016 11:30:02] INFO [remapp.netdicom.qgrscu:601] Date from: 2016-05-04
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[04/May/2016 11:30: INFO [remapp.netdicom.grscu:604] Date until: 2016-05-04

[04/May/2016 11:30: INFO [remapp.netdicom.grscu:610] Study description exclude terms |are ['importe
[04/May/2016 11:30: INFO [remapp.netdicom.grscu:267] Request association with Hospital PACS PACSA]
[04/May/2016 11:30: INFO [remapp.netdicom.grscu:33] Association response received

[04/May/2016 11:30: INFO [remapp.netdicom.grscu:277] assoc is <Association (Thread-7208, start
[04/May/2016 11:30: INFO [remapp.netdicom.grscu:280] DICOM Echo

[04/May/2016 11:30: INFO [remapp.netdicom.grscu:282] done with status Success

[04/May/2016 11:30: INFO [remapp.netdicom.qgrscu:284] DICOM FindSCU

[04/May/2016 11:30: INFO [remapp.netdicom.grscu:311] Currently querying for DX studigs...
[04/May/2016 11:30: INFO [remapp.netdicom.grscu:33] Association response received

[04/May/2016 11:30: INFO [remapp.netdicom.grscu:33] Association response received

[04/May/2016 11:30: INFO [remapp.netdicom.grscu:33] Association response received

[04/May/2016 11:30: INFO [remapp.netdicom.grscu:33] Association response received

[04/May/2016 11:30: INFO [remapp.netdicom.grscu:33] Association response received

[04/May/2016 11:30: INFO [remapp.netdicom.qgrscu:311] Currently querying for CR studigs...
[04/May/2016 11:30: INFO [remapp.netdicom.grscu:33] Association response received

[04/May/2016 11:30: INFO [remapp.netdicom.grscu:33] Association response received

[04/May/2016 11:30: INFO [remapp.netdicom.grscu:33] Association response received

[04/May/2016 11:30: INFO [remapp.netdicom.grscu:33] Association response received

[04/May/2016 11:30: INFO [remapp.netdicom.grscu:33] Association response received

[04/May/2016 11:30: INFO [remapp.netdicom.grscu:33] Association response received

[04/May/2016 11:30: INFO [remapp.netdicom.grscu:33] Association response received

[04/May/2016 11:30: INFO [remapp.netdicom.grscu:33] Association response received

[04/May/2016 11:30: INFO [remapp.netdicom.grscu:33] Association response received

[04/May/2016 11:30: INFO [remapp.netdicom.grscu:33] Association response received

[04/May/2016 11:30: INFO [remapp.netdicom.grscu:33] Association response received

[04/May/2016 11:30: INFO [remapp.netdicom.grscu:33] Association response received

[04/May/2016 11:30: INFO [remapp.netdicom.grscu:33] Association response received

[04/May/2016 11:30: INFO [remapp.netdicom.grscu:339] Checking to see if any of the 164 studies are
[04/May/2016 11:30: INFO [remapp.netdicom.grscu:343] Now have 11 studies

[04/May/2016 11:30: INFO [remapp.netdicom.grscu:349] Deleting studies we didn't ask for
[04/May/2016 11:30: INFO [remapp.netdicom.grscu:358] mod is DX, mod_set is ["CR"]

[04/May /2016 11:30: INFO [remapp.netdicom.grscu:358] mod is CR, mod_set is ["CR"]

[04/May/2016 11:30: INFO [remapp.netdicom.grscu:358] mod is DX, mod_set is ["PR", "DX"]
[04/May/2016 11:30: INFO [remapp.netdicom.grscu:358] mod is CR, mod_set is ["PR", "DX"]
[04/May/2016 11:30: INFO [remapp.netdicom.grscu:358] mod is DX, mod_set is ["DX"]

[04/May/2016 11:30: INFO [remapp.netdicom.grscu:358] mod is CR, mod_set is ["DX"]

[04/May /2016 11:30: INFO [remapp.netdicom.grscu:358] mod is DX, mod_set is ["PR", "CR"]
[04/May/2016 11:30: INFO [remapp.netdicom.grscu:358] mod is CR, mod_set is ["PR", "CR"]
[04/May/2016 11:30: INFO [remapp.netdicom.grscu:367] Now have 11 studies

[04/May/2016 11:30: INFO [remapp.netdicom.grscu:372] Deleting series we can't use

[04/May/2016 11:30: INFO [remapp.netdicom.grscu:408] Now have 11 studies

[04/May/2016 11:30: INFO [remapp.netdicom.grscu:413] Deleting any studies that match |the exclude
[04/May/2016 11:30: INFO [remapp.netdicom.grscu:422] Now have 6 studies after deleting any contadi:
[04/May/2016 11:30: INFO [remapp.netdicom.grscu:438] Release association

[04/May/2016 11:30: INFO [remapp.netdicom.grscu:499] Preparing to start move request

[04/May/2016 11:30: INFO [remapp.netdicom.grscu:504] Requesting move of 6 studies

[04/May/2016 11:30: INFO [remapp.netdicom.grscu:509] Mv: study_no 1

[04/May /2016 11:30: INFO [remapp.netdicom.grscu:515] Mv: study no 1 series no 1

[04/May/2016 11:30: INFO [remapp.netdicom.grscu:528] Requesting move: modality DX, study 1 (of 6)
[04/May/2016 11:30: INFO [remapp.netdicom.grscu:33] Association response received

[04/May/2016 11:30: INFO [remapp.netdicom.grscu:44] Move association requested

[04/May/2016 11:30: INFO [remapp.netdicom.grscu:53] Move association released

[04/May/2016 11:30: INFO [remapp.netdicom.grscu:532] _move_reqg launched

[04/May/2016 11:30: INFO [remapp.netdicom.grscu:509] Mv: study_no 2

[04/May/2016 11:30: INFO [remapp.netdicom.grscu:515] Mv: study no 2 series no 1

[04/May/2016 11:30: INFO [remapp.netdicom.qgrscu:528] Requesting move: modality DX, study 2 (of 6)
[04/May/2016 11:30: INFO [remapp.netdicom.grscu:33] Association response received
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[04/May/2016 11:30:19] INFO [remapp.netdicom.qgrscu:44] Move association requested
[04/May/2016 11:30:29] INFO [remapp.netdicom.qgrscu:48] gg is Pending

[04/May/2016 11:30:30] INFO [remapp.netdicom.qgrscu:53] Move association released
..etc

If you are using an OpenREM native storage node, then you might also like to review Troubleshooting: open-
rem_store.log

The following instructions might also be useful with a Conquest setup, but they need review and updating:

7.4 Running Conquest on Windows as a service

Note: Content contributed by DJ Platten, with edit by ET McDonagh

This guide assumes Conquest has already been installed and runs ok. These instructions are based on Windows XP.

7.4.1 Run as a service

—

Make sure conquest isn’t running.

Open a file browser and navigate to your conquest folder.

Right-hand click on the “ConquestDICOMServer.exe” file and choose “Run as...”

Enter the username and password of a Windows user with administrator rights.

Once conquest is running, click on the “Install server as NT service” on the “Configuration” tab.
Close the conquest Window.

Log in to Windows as a user with administrator rights.

Go to “Control panel” -> “Administrative Tools” -> “Services”.

D A T R o I

There will be a service with the same name as conquest’s AE title. Right-hand click the mouse on this service
and select “Properties”.

10. On the “Log On” tab check the box that says “Allow service to interact with the desktop”.
11. Click “Apply” then “OK”.
12. Right-hand click on the service again and click “Restart”.

The “Allow service to interact with the desktop” seems to be necessary for the batch to run that puts the dose report
into OpenREM.

7.4.2 Firewall settings

Windows is able to change its firewall settings after you think everything is working ok! Assuming you have control of
the firewall, add three port exceptions to the Windows firewall on the server computer: ports 80 and 443 for Apache,
and whichever port that was chosen for conquest (104 is the port allocated to DICOM, but you may have used a higher
port above 1024 for permissions reasons).

The firewall instructions at portforward.com were found to be a useful guide for this.

7.4. Running Conquest on Windows as a service 55



http://portforward.com/english/routers/firewalling/Microsoft/WindowsXPFirewallFirewall/Apache.htm

OpenREM Documentation, Release 0.7.3

7.5 Configuring Conquest DICOM server to automatically forward

data to OpenREM

The Conquest DICOM server can be configured to automatically run tasks when it receives specific types of DICOM
object. For example, a script can be run when a DX image is received that will extract dose information into OpenREM;
Conquest will then delete the original image.

These actions are set up in the dicom. in1i file, located in the root of the Conquest installation folder.

For example:

ImportModalityl = MG

ImportConverterl save to

C:\conquest\dosedata\mammo\%o.dcm; system C:\conquest\openrg

rm—mam—launch

ImportModalityl = MG tells

Conquest that modality 1 is MG. The commands listed in the

ImportConverterl line are then run on all incoming MG images.

The ImportConverter instructions are separated by semicolons; the above example has three commands:

* save to C:\congquest\dosedata\mammo\%o.dcm saves the incoming MG image to the specified
folder with a file name set to the SOP instance UID contained in the image

e system C:\conquest\openrem—mam-launch.bat C:\conquest\dosedata\mammo\%o.dcm
runs a DOS batch file, using the newly saved file as the argument. On my system this batch file runs the
OpenREM openrem_mg . py import script

* destroy tells Conquest to delete the image that it has just received.

My system has three further import sections for DX, CR, and structured dose report DICOM objects:

# Import of DX images
ImportModality2 = DX
ImportConverter2 = save to

# Import of CR images
ImportModality3 = CR
ImportConverter3 = save to

# Import of structured dose
ImportConverter4d = ifequal

C:\conquest\dosedata\dx\%o.dcm; system C:\conquest\openrem—d

C:\conquest\dosedata\dx\%o.dcm; system C:\conquest\openrem—d

reports (this checks the DICOM tag 0008,0016 to see if it mg
"%v0008,0016","1.2.840.10008.5.1.4.1.1.88.67"; {save to C:\d
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CHAPTER 8

Patient identifiable data

Prior to version 0.7, no data that is generally considered to be patient identifiable was stored in the OpenREM database.
The following patient descriptors have always been recorded if they were available:

* Patient age at the time of the study, but not date of birth (though this could be calculated from age)

* Patient sex

* Patient height

* Patient weight
In addition, a key identifier for the exam that is normally not considered patient identifiable was stored:

¢ Study accession number

It has become apparent that there are reasons where people need to store patient identifiable data to make the most of
OpenREM, so this is now configurable from version 0.7 onwards.

8.1 Configure what is stored

On the Config menu, select Patient ID settings. The initial settings are as follows:

The default for patient name, ID and date of birth is to not store them. There isn’t an option currently to not store the
accession number, though OpenREM continues to work if it is missing.

To store patient identifiable data from now on, select the relevant box and press Submit. If you change the setting
again later, then data already stored will remain in the database.

8.2 Store encrypted data only

If you wish to have the patient name and/or ID available for finding studies relating to a specific patient, but do not
need to identify who that patient is, then it is possible to create an ‘encrypted’ version of the ID or name. In this case,
a one-way SHA 256 hash is generated and the hash value is stored instead.

If exactly the same name or ID (including spelling, spacing, case etc) occurs more than once, then the same hash will
be generated.

The same applies to accession numbers if the option to encrypt the accession number is selected.

57



OpenREM Documentation, Release 0.7.3

Imports =  Exports £ Config ~

User level config
Chart options
Switch charts off

System level config

Manage users

View and edit display names
DICOM object delete settings
DICOM network configuration
Patient |D settings

Modify Patient ID storage settings

Store the data? If stored, encrypt?

&

Patient name &=
Patient ID ) [
Patient date of hirth O

Accession number 1]

| Submit
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8.3 Using patient identifiable data

8.3.1 Querying for patient studies

In the modality pages of the OpenREM web interface, if you are in the pidgroup you will have a filter for patient
name and patient ID available:

Patient name:

Patient 1D

If the values in the database are not encrypted, then partial search terms can be used as a case-insensitive ‘contains’
query will be applied.

If the values are encrypted, then only the entire string, with exactly the same case, spacing and punctuation will match.
This is more likely to be successful with patient ID than with patient name.

8.3.2 Study export with patient identifiers

Users in the pidgroup will have extra export buttons available in the modality pages:
Data export

Mote: Apply (e exam hlter Tirst o raling whal s exporled.

Export to G5 With names With 10 ‘With both

Export to XLSX With names with 1D ‘With bath

If the IDs or names are encrypted, then these columns will contain the hash rather than the original values. However,
it will be possible to see if more than one study belongs to one patient as the values should be the same for both. Due
to the nature of the algorithm however, a single change in the name or ID - such as an upper case letter instead of a
lower case one - will be recorded as a completely different hash value.

Any exports with either patient name or patient ID included will also have a date of birth column.
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CHAPTER 9

Navigating, filtering and study details

9.1 Navigating the OpenREM web interface

Depending on your web server setup, your web interface to OpenREM will usually be at http://yourserver/openrem or
if you are using the test web server then it might be at http://localhost:8000/openrem.

The home page for OpenREM should look something like this when it is populated with studies:
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OpenREM  CT  Fluoroscopy  Mammography

Qﬂﬁ OpenREM database browser and export

There are 24436 studies in this database. Page last refreshed on 215t February 2014 al 16:29.

cT Fluoroscopy Mammography
10925 28 13483
CT summary table
Station name Number of studies Latest study
Hospital A, SOMATOM Definition Edge (CT-def-edgel) 402 3 minutes ago
Clinic B, LightSpeed Pro 32 (ls32-03) 4648 15 minutes ago
Hospital A, LightSpeed16 (|s16-rd) 3744 2T minutes ago
NM Clinic, Biograph64 (petctl2345) 2131 2 days, 16 hours ago

Fluoroscopy summary table

Station name Number of studies Latest study

Clinic B, AXIOM-AMis (AXI523456) 28 6 days, 2 hours ago
Mammography summary table

Station name Number of studies Latest study

Hospital B, Senograph DS ADS_43.10.1 (Mammo3) G688 30 seconds ago

Clinic B, Senograph DS ADS_43.10.1 (Mammaol) 1184 4 minuies ago

Clinic &, Senograph DS ADS_43.10.1 (Mammo4) 5611 18 minutes ago

OpenREM version 0.3.6-a1 © 2014 The Royal Marsden MHS Foundation Trust

By selecting the links in the navigation bar at the top, you can view all of the CT, fluoroscopy or mammography
studies. Alternatively, if you click on the station name link (in blue) you can filter to just that source modality.

New in 0.4.0: If you are not logged in, clicking any of the links will bring up the log in page.

9.2 Filtering for specific studies

This image shows the CT studies view, available to any logged in user, filtered by entering terms in the boxes on the
right hand side to show just the studies where the modality model name includes the term ‘soma’:
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OpanREM CT [=]T" ; Mamnmagraphny

There are 9605 exams in this lis:

+ Mote: The fiter must oe applisd (aven if it i planky

. Hospital
of presious 1 F 34 A0 200 ARg 303 rexl
Sludy dale
Institution  Make | Model | Station name Date Study description | Accession  Mumberof  Dose Length Product range,
nurnber Evernits Total misy.cm VYyY-mm-
dd
Clniz & SIEMENS | SOMATOM Dafirition 2014-02-24  ThoraeHRET (adult) | F 45,51
Edpe | CTANWPLZ345 0959 A0123412340 Study
Cliniz & SIEMENS | SOMATOM Defirition 2014-02-24  Thorae™Ta_FY (adult) | ] 33096 descriptian
Edge | CTAWPLZ345 10011 &0634563550
Make
Clnic B SIEMENS | SOMATOM Dofirition 20140220 Tharaoo TAPTEDkvIV (Adulf] | 2 63140
Flazh | CTMWPASGTS 12 0523452554 Madel soma
Clnic B SIEMENS | SOMSTORM Dafinition 2014-02-29  MecksBrain_ TaFM1z0ky (adulf) 10 FAE0,15 Station
Flazh | CTAWPASGTS 0518 | aba55 35124 name
Clinic & SIEMENS | SORATORM Defivitinn 2014-02-21  Tharae™ TaP_PY {adult) | 4 HGE A7
- - ACCESSIOn
Edpe | CTAWPLE345 0845 AOGHZIATEAS
niumitier
Cliniz & SIEMENS | SORATOR Definition 2004-02-70  TharaerTaR_Py (aduli) | & TARnE
Edpe | CTAWPLEIAS 0m:11 ELLELEL PG Grdering Daite: oF exam [newess firsty v
Clinic B SIEMENS | SORAAT DR Definilice 2014-02-24  Tharse™ TAR1 A0kl (adull) | & HPLPE
Flash | CTawRasGTa oz ADETATEATSY | =L |
Cliniz & SEEMERS | SOMATORM Defivition F014-02-21  mMeckemack_TaP_E (adull] | [ AZ1L0F
Edlge: | CTAWPLEIAS 13:39 FhEIATETO0S
Clnic B SIEMENS | SORAAT O Definilice 24-02-21 Thirese™ TARP 120k (adull) | -~ RHILSE
Flash | CTawPaGva 121185 ADAGGIEEI
Cliniz & SIEMENS | SOMATOM Defivilion 2014-02-21  Thurss TAR_PY (adull] | 4 BS1.93
Edge | CTAWP1ZIMS 14204 ahP3ABIEAT
Cliniz B SIEMEMS | SOMATOM Dafinilion 2014-02-21  Mecks TAPMIN_L20RY (Adull) | & BO7. 42

e | e - e e e

The search fields can all be used on their own or together, and they are all case insensitive ‘contains’ searches.
The exception is the date field, where both from and to have to be filled in (if either are), and the format must be
yyyy-mm—dd. There currently isn’t any more complex filtering available, but it does exist as issue 17 for a future
release.

The last box below the filtering search boxes is the ordering preference.

9.3 Viewing study details

By clicking on the study description link (in blue), you can see more details for an individual study:
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OpenREM  ©r  Fluoroscopy  Mammography

Detail list of events

Accession number: ahaG2 362354

Study date: 23 Jan 2013

Study time; 117 p.m.

Study description: Dual EnergyDE_TAP 1% (Adult)

Reguested procedure: CT Thorax abdomen and pebvis with contrast
Patient age: 52.8

Patient hesght and weight: 190 cm, 88 kg

Haspital: Clini: B

Scanner: SIEMENS | SOMATOM Definiton Flash | CTAWP73491
Study UID: 1.2.840.113564.9.1.2T7282345238.69.2. 508347462734
Comment:

Test patent indicators? Nong

®

*

®

Acquisition  Type CTDIvel DLP Scanning kVp mA Max Exposure Pitch  Exposure Slice Collimation  X-ray
protocol mGy mGy.cm length mA  time per time (s) thickness  [mm) modulation
{mm) rotation (mm) type
(s}
Topogram Consiant 0.14 11.26 803 120 35 35 Mone 8.130 0.600 3.60 QOFF
Angle
Acquisition

Comment Internal technical scan parameters: Organ Characteristic = Thorax, Body Size = Adult, Body Region = Body, X-ray Modulation Type = OFF

Topogram Constant 0.14 1154 24 120 35 35 Mone 8.400 0.600 3.60 OFF
Angle
Acuisition

camment Internal technical scan parametsrs: Organ Characteristic = Thorax, Body Size = adult, Body Region = Body, X-ray Modulation Type = OFF

PreMonitoring  Stationary  1.82 182 10 120 59 @0 0.500 None | 0.500 10,000 10.00 OFF
Acquisition

Comment Internal technical scan parametsrs: Organ Characteristic = Abdomen, Body Size = adult, Body Region = Body, X-ray Modulation Type = OFF

Monitoring Stationary | 7.2T T.27 10 120 59 60 0.500 None  2.000 10.000 10.00 OFF
Acquisition

Comment Internal technical scan parameters: Organ Characteristic = Abdomen, Body Size = adult, Body Region = Body, X-ray Modulation Type = OFF

DE_TAF Spiral B.11 G30.63 a7 100 165 430 0.500 0.8000 | 26050 D.500 19.20 XNEI_EC

Acquisition
140 131 307  0.500

comment Internal technical scan parameters: Organ Characteristic = Abdomen, Body Size = Adult, Body Region = Body. X-ray Modulation Type = XYZ_EC, Sn
Filter {Tube B) = yes

Not all the details stored for any one study are displayed, just those thought to be most useful. If there are others you’d
like to see, add an issue to the tracker.

The final field in the summary at the top is called ‘Test patient indicators?” When studies are imported the ID and
patient name fields are both ignored, but they are parsed to check if they have ‘phy’, ‘test’ or ‘qa’ in them to help
exclude them from the data analysis. If they do, then this information is added to the field and is displayed both in
the web interface as a Test patient indicator and in the Excel export. The name and ID themselves are not reproduced,
simply the presence of one of the key words. Therefore a patient named ‘Phyliss’ would trigger this, but only ‘Phy’
would be reproduced in this field. Other fields will also help to confirm whether a study is for a real patient such as
the lack of an Accession Number and an unusual patient age.
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cHAPTER 10

Charts

10.1 Chart types

10.1.1 1. Bar chart of average values across a number of categories

An example of mean DAP per acquisition type is shown in figure 1.

Below each bar chart there are options to sort the order of the data. This can be ascending or descending by average
value, size of data sample, or alphabetically (figure 2).

Clicking on an entry in the bar chart legend toggles the display of the corresponding series on the chart.

Clicking on an individual data point on a bar chart will take you to a histogram of the data for that point so that you
can see the shape of the value’s distribution (figure 3).

Bar charts can be plotted with a series per x-ray system (figure 4). This can be toggled using the Plot a series per
system checkbox in the Chart options.

Clicking the left-hand mouse button on the chart background and dragging left or right selects part of the series.
Releasing the mouse button zooms in on this selection. A Reset zoom button appears when zoomed in: clicking
this resets the chart so that the full series can be seen again. The zoom feature works on both the main series and the
histograms. The zooming can be useful when there is a category on the chart that has a very low value compared to
others. Zooming in on this category will enable the low values to be seen, as the chart rescales the y-axis after the
zoom.

If the the bar chart that you are viewing shows more than one series then clicking on a category name on the x-axis
will take you to a plot that shows multiple histograms: one for each series (figure 5).

The histogram data can be plotted as absolute values, or be normalised to a value of 1.0 (figure 6). This can be toggled
by clicking on the button that is shown below the histogram plots. The normalisation can be useful when trying to
compare the shape of several histograms, especially when some histograms have much less data than others.

Each histogram data point includes a text link that appears when the mouse pointer moves over it. Clicking on this
link will filter the displayed studies, showing those that correspond to what is contained in the histogram bin.

Clicking on a legend entry toggles the visibility of the corresponding series.

10.1.2 2. Pie chart showing the frequency of each item in a category

Figure 7 shows a pie chart of the number of acquisitions made for every acquisition protocol present in the tabulated
data.
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Clicking on any of the pie chart segments will filter the displayed studies, showing only the studies that correspond
to what is contained in that segment. As for the bar charts, this doesn’t work perfectly, as the category filtering isn’t
exact.

10.1.3 3. Line chart showing how an average value changes over time

A line is plotted for each category, with a point calculated every day, week, month or year. This can be a good way of
looking at how things have changed over time. For example, the mean DLP of each study type, calculated with a data
point per month is shown in figure 8.

Clicking the left-hand mouse button on the chart and dragging left or right across a range of dates and then releasing
the mouse button will zoom in on that selection.

Clicking on a legend entry toggles the visibility of the corresponding series.

10.1.4 4. Pie chart showing the number of events per day of the week

Each segment represents a day of the week, and shows the number of events that have taken place on that day (figure
9). Clicking on one of the segments will take you to a pie chart that shows the number of events per on that day (figure
10).

10.1.5 5. Scatter plot showing one value vs. another
This plot type shows a data point per event (figure 11). The series name and data values are shown when the mouse
cursor is positioned over a data point.

These can be plotted with a series per x-ray system (figure 12). This can be toggled using the Plot a series per system
checkbox in the Chart options.

Clicking the left-hand mouse button on the chart and dragging a rectangular region will zoom in on that selection of
the chart. A Reset zoom button appears when zoomed in: clicking this resets the chart so that the full series can be
seen again.

Clicking on a system’s legend entry toggles the display of the corresponding series on th